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Ransomware o Secuestro-ware

Software malicioso (malware) que desabilita el
computador de alguna manera y pide $$ a
cambio de devolver lo deshabilitado.




Prehistoria

. Inicialmente en Ucrania y Rusia (2009), luego
EUy EEUU
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Prehistoria (2009-2010)

Cuento: Pagar
para eliminar

= /7
I magen ' BMPYC, 4 pEKNaMHbIA MOAYNb, KOTOPLIA Obin YycTaHoBNeH Bamu

po ' Og réfi ca CELLeHMM CaiATa ANA B3POCNbIX. CPOK AEACTEMA MOAYNA 7 AHENA.

Tapwdhbi: http://www . dompornovideo.info/ support/

ECnK Bbl XOTHTE Y¥AanNyTh MOAYNbE HEMEZNIEHHO,
OTNPABbTE CMC € TEKCTOM 5:2%1321 Ha HOMep 3351 . MonyyeHHbIH B
OTBETHOM CMC KOJ, BEEAWTE B MNONE HAXE.




Prehistoria (2011)

This operating s m is locked due t2 thc v.olation of the federal Cuento " Pa ar
) - 5 . .9 8 :lf!‘:‘ u

the United States of America! (Article 1, Sectron 8, Clause 8:

Article 210 of the Criminal Code of U.S.A. provides for a deprivatiq

ety forfour o e years multa por visitar sitio

Following viol: 1$ were detected

Your IP address was used to visi bsites conlisanng pornaoge

igtagp /7 -
pornography, zoophilia and child abuse. Your computer 3'50 cont3 po rn Og rafl CO

video files with pornographic content, elements of wolence and ¢

pornography! Spam-messages with terrorist motives were also se
your computer.
This computer lock is aimed to st our illegal activity.

You have 72 hours to pay the fine, otherwise you will be arrested

You must pay the fine through MoneyPak
To pay the fine, you should enter the digits resulting ¢o¢
located on the back of your Moneypak, in the payment form and press

OK (if you have several codes, enter them one after the other and press

Uso de medios de pago
electrénicos
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Prehistoria (2011)

00
CHIEF POLICE OFFICERS

ATTENTION!

For security reasons, your Windows system -
has been blocked! -

Your computer has been locked!

To unlock your computer and to avoid other logal consequences, you
are oblgated to pay a release fee of $200. Payable theough
" tored (cured) soon
transfar 100 €

acquired S coe i the

53 the “Submit™ button.

and related Rights Law (Video, Muskc,

jtrbuting contest, thus frning Articke 1,

ihe Copyright of the Criminal Code of Unked
8, Cause 8 of the Oriminal Code provides Al activity of this computer has been recorded.

pral wages or a degwivation of iberty for two

stributing prohbted Pormographic content
| | [ ] s viclating article 202 of the Criminal Code u u
Je Criminal Codee of U.SA of May 28, 2011 ) L
Jeated - first time) may be corsidered as - e
Lanid to State. Pleas
after
the
» can
V4 I I - L4
V4 r -
ACHTUNG' ACHTUNG! Wahien Sie eine Zahlart aus:
H Wahien Sie eine Zahlart aus:
Ihr Windows-System wurde aus Sicherheits- .
Ihr Windows-System wurde aus Sicherheits- - griinden blockiert! -_—
griinden blockiert! =
Sie haben eine infizierte Webseite, oder eine por-
Sie haben eine infizierte Webseite, oder eine por- nografischer Art Webseite besucht, deswegen
noarafischer Art We besucht, eg: wurde ein kritisches Moment verursacht! Um schoell ihr Computersystem wiederherzustelien
% Um schaell th Co euaims wisd ustel kaufen Sie einen Uberwelsungscode in Hohe von 100 €
}s Moment verursacht e e e Das bedeutet, dass Ihr System Kaput gehen in den Systemen -
s Ihr System Kaput gehen Sie konnen kann, und Sie Ihre Daten verieren! die Codes auf einer beliebigen Tan
Daten verberent T S

he Codes sind auch Gberall

jeder herzustelien, sollen Sie erhiittich, wo mobile Prepaid Karten zukaufen sind,

ustria =

Um das System wieder herzustellen, sollen Sie
unbedingt das zuséatzliche Sicherheitsprogramm
installieren

Dieses kostenpflichtiges Programm ist fur stark
infizierte Systeme konstruiert

Es schitzt das System vor Viren und schadenver-

ursachenden Programmen, stabilisiert Ihr PC und
verhindert den Dateneriust
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Prehistoria (2012)

. Técnicamente poco
sofisticados

- Encriptacion
“crackeable” (XOR por
constante o similar)

_ Faciles de remover




Prehistoria (2012)

. Andlisis 1 familia
- 2.9% pagan
— 68.000 infecciones (por mes, 2012)
- US$ 394 mil

. Ganancias estimadas
- €% 4-5 millones (2012)

0
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Cryptolocker

. Aparecio el 5 de Sept.
2013 en EE.UU.

- Via phishing email
con ZIP (+EXE)

. Luego (Oct. 2013),
iInstalado por malware
GameQver Zeus

— Distribuido por botnet
de spam “Cutwail”

Your personal files are encrypted!

Your impoetant files encryption produced on this computer: photos, videos,
documents, etc. Here is 3 complete kst of encrypted files, and you can personaly verify
this,

Encryption was produced using 3 unique publc key RSA-2048 generated for this
computer. To decrypt files you need to obtain the private key.

I\'i

Private key will be destroyed on
10/9/2013
4:25 PM

The single copy of the private key, which wil alow you to decrypt the files, located
on 3 secret server on the Intermet; the server wil destroy the key after a time
specified in this window. After that, nobody and never will be able to restore fies...

To obtain the private key for this computer, which will automatically decrypt files, you
need to pay 300 USD / 300 EUR  similar amount in another curency,

Click «Next» to select the method of payment and the curency,

Any attempt to remove or damage this software will lead to the immediate
destruction of the private key by server.

Time left

95:56: 35




Cryptolocker

Usa bien criptografia de clave publica
- Microsoft CryptoAPI (RSA, AES)

Encripta archivos utiles: documentos, musica,
peliculas (.docx, .xIs, .mov, etc.) en el disco duro

También en discos de red y externos (!)
Resiste reboots

Se esconde hasta que contacta servidor y
encripta archivos objetivo
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Cryptolocker: CoOmo Opera

1) Luego de infectar computador, se esconde

2) Genera pseudo-aleatoriamente 1000 dominios
nuevo (al dia) donde contacta al servidor C&C

DS 77 standard guery A jrptmyplImmt. info
DS 137 standard query responze, Mo such name
DS 76 standard query A wikvpbluiejf. com

DS 149 standard guery response, Mo such name
DS 76 standard query A dlvuoacgawxh. net

DMS 149 standard query response, No such name
DMS 7o standard guery A oygwrfxawoum. biz

DS 138 standard query responsze, Mo such name
DS 75 standard guery A fhtlwghgbotr.ru

DS 136 standard query response, Mo such name
DS 76 standard query A suoncvdpxtgd. org

DS 139 standard guery response, Mo such name
DS 78 standard query A laamdgmehoudq. co. uk
DS G4 Standard gquery response A 212.71.250.4
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Cryptolocker: Como Opera (cont.)

3) Envia mensaje encriptado con clave publica
(incluida en el ejecutable), mensaje incluye un
ID para el computador victima

4) Recibe clave publica especifica para victima

5) Genera clave AES (256 bits) la cual usa para
encriptar archivos. Reemplaza originales con
encriptados pero guarda reglstro

K{ﬁﬁﬁﬁﬁﬁ%ﬁéﬁﬁéﬁhﬁ%ﬁﬁéIIE REG_SZ (raerite e pHcsoeHo )
E:l C:¥Documents and SethingstDefaulk User PLUatnoHerexcel, xls REG_WORD 0015885370 (Z25711454)
.C vDocuments and SettingstDefaulk UserPLUaGnoHePexceld, s REG_[MWORD 0015885370 (25711454)
.C. tDocuments and SettingsTDefaulk UserPLUaGRo0HEFpowerpnt, ppk REG_[MWiORD x01588538c (257115007
C:?Dn:n enks and Settings?Default User?LUatnoHePquattra, whz REG_WORD 0x0188533c (2571150070
C:?Du:u ents and Settings?Default User PLUabnoHefwinword, doc REG_CWIORD 0x0188539b (25711515)
C:?Du:u ents and Settings?Default User PLUabnoHefwinword2, doc REG_DWORD 0x0183539b (25711515)
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Cryptolocker: Como Opera (cont.)

Fc ryptolocker,

6) Presenta
mensaje con
el contador

/) Escanea
periodicament EEE—_—
e Por NUEVOS
archivos

71 5953

Your personal files are encrypted!

Your important files encryption produced on this computer: photos, videos,
docurments, etc, Here is a complete list of encrypted files, and you can personally verify
this.

Encryption was produced using a unigque public key RSA-2048 generated for this
computer. To decrypt files vou need to obitain the private key.

The single copy of the private key, which will allow you to decrypt the files, located
on a secret server on the Internet; the server will destroy the key after a time
specified in this window, After that, nobody and never will be able to restore files..,

To obtain the private key for this computer, which will autoratically decrypt files, waou
need to pay 300 USD j 300 EUR [ similar amount in another currency,

Click «Mext» to select the method of payment and the currency.

Any attempt to remove or damage this software will lead to the immediate
destruction of the private key by server.




Cryptolocker: Como Opera (cont.)

8) Entrega varias alternativas

(US$300)

y Cryptolocker.

Payment for private key

Choose a convenient payment method:

1onevPak (USA onlv v‘

MoneyPak is an easy and convenient way to send money to where you need it. The
MoneyPak works as a ‘cash top-up card’,

Where can I purchase a MoneyPak?
MoneyPak can be purchased at thousands of stores nationwide, including major retailers
such as Walmart, Walgreens, CvS/pharmacy, Rite &id, Kmart and Kroger. Click here to
find a st 5
Private key will be destroyed on deK iR L
9/20/2013
148 PM

How do I buy a MoneyPak at the store?
Pick up a MoneyPak from the Prepaid Product Section or Green Dot display and take it
to the register. The cashier wil collect your cash and load it onto the MoneyPak.

Home Page

Time left MoneyPak Store Locator

71:58: 56

Enter the card number and press «Pay»:

para pagar

y 4 Cryptolocker.

Payment for private key

Choose a convenient payment method:

iBitcoin (most cheap option)

Obitcoin

financial institution.

You have to send below specified amount to Bitcoin address
Private key will be destroyed on
9/20/2013
6:48 PM

will be verified and confirmed.

Home Page
Getting started with Bitcoin

Time left

71:57: 22

Enter the transaction ID and press «Pay»:
| |2

Bitcoin is a cryptocurrency where the creation and transfer of bitcoins is based on an
open-source cryptographic protocol that is independent of any central authority.
Bitcoins can be transferred through a computer or smartphone without an intermediate

1KP72fBmh3XBRfulDMn53APagM6iMRspCh and specify the transaction ID, which




Cryptolocker: Como Opera (cont.)

8) SI paga, procesamiento toma de min. a
semanas

Waiting for payment activation

9) Indica como
desencriptar
archivos y se
borra (?)




Adaptandose a la demanda

. Pagar no es simple (Moneypack, Bitcoin): por lo
gue variantes extienden el plazo

. Antivirus: obliga a bajarlo de nuevo!

F<a
5 =
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Si lo detecta el antivirus...

Y o

CryptolLocker

Your important files encryption produced on this computer: photos, videos,
documents, etc.

If you see this text, but do not see the "CryptoLocker” window, then your
antivirus deleted "CryptoLocker" from computer.

If you need your files, you have to recover "CryptoLocker” from the antivirus
quarantine, or find a copy of "CryptoLocker” in the Internet and start it again.

You can download "CryptoLocker"” from the link given below.
http:/ /odxrjkgnahebp.biz/1002.exe

Approximate destruction time of your private key:
10/12/2013 11:47 AM

If the time is finished you are unable to recover files anymore! Simply remove
this wallpaper from your desktop.
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Adaptandose a la demanda (cont.)

This service allow you to purchase private key and decrypter for files encrypted by CryptoLocker.

PY I n N OV E O 1 : ; If you already purchased private key using CryptoLocker, then you can download private key and decrypter for
" ) FREE.
- - The first 1024 bytes of the fil
S e rVI C I O can take up to 24 hours.
Browse.. No file selected.
“Crypto Locker
L ]
IMMEDIATELY AFTER UPLOADING FILE TO THE SERVER, YOU RECEIVE YOUR ORDER NUMBER. YOU CAN USE
THIS NUMBER TO CHECK STATUS OF ORDER.

S . 7
e rVI Ce OR if you already know your order number, you may enter it into the form below.

Select any encrypted file and click "Upload" button
e will be uploaded to the server for ch the associated private key. The search

. Permite pagar
“fuera de plazo” e e

skekh.onion/




Adaptandose a la demanda (cont.)

. Sube header de

7A119-43D54-00882-FBF54-07BD3-E510D-136EB-428CF

archivo encriptado || —————————

Status: KEY PAIR FOUND

Key pair creation time: Tue, 05 Nov 2013 21:37:42 +0000

o R e C u p e ra I D d e Key pair expiry time: -

Public key:
MIIBIjANBgkghkiGOWOBAQEFAAOCAQSAMIIBCgKCAQEAYMgWGQyTINSWZPmEoo

V4 ]
VICTImM
370N032Z2q7Y 8kMyVYRQ40usvw+M7mAnhYm6/JIGhTmxfRTzQmIIEhEIHf

eyCl | dzZFg9rvIix ImQA+3cIRySypw
IpkAGDhw1blrrwgpnwUi/aCcUUwwkfGFyLFQETqk/QlyBD/20f8NreE/IJtY 1spn
. Cobra2 BTC
Key pair found for uploaded file! Now you can purchase the private key. The price of the private key is 2 BTC.
l | S 3 O O Send 2 BTC to Bitcoin address
137GnsKLoa3ScHia5zRB4nJQrQHgIuinTX

MhY ¥\ /aEwOvuenY 2Ry 2rNSHANTR VS TS nSFfANEZHA/TEas? 222 R AvhSrnf L
Total received: 0 BTC
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Ganancias

. Analisis tesis Michele Spagnuolo (2013)
- 0.4% victimas paga
- Sep-Dic 2013: US$ 380.000 — US$ 980.000

Ann
35,000

nnn
5,000
12000
15,000 \/\
nnn
5,000 j\
& @

\J
I

Total Value (USD)

MNovember
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Victimas

Global CryptoLocker Infection Rate

r 4 .

Color Infections
[ ] 5,000+
L 1,000 - 4,999

500 - 999
100 - 459
None - 99

SecureWorks
. Estudio de Dell SecureWorks Counter Threat Unit

. 22 Oct -1 Nov, 2013: 31.866 victimas
. Entre 200.000 — 250.000 infectados (<100 dias)
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Mitigaciones

. Prohibir EXEs en correo (phishing)
. Blacklist rapido de dominios C&C conocidos

. Reducir permisos de escritura en discos
compartidos

. Restringir permisos para escribir en registro de
Windows

. Hacer backups “en frio” (desconectados)

(- Alejandro Hevia - Entendiendo Ransomware y Bitcoin %W
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Bitcoins

. Sistema distribuido de dinero electronico

. Monedas pueden ser generadas por
participantes, pero requiere resolver problema
matematico dificil

- Encontrar pre-imagenes de funciones de hash que
produzcan valores de una cierta forma (con un
cierto nimero de 0°s como prefijo)

— Se hace cada vez mas dificil: numero de monedas
tiene un tope tedrico
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Bitcoins

. Pseudo-andonimo

- No hay identidades, solo claves publicas
- Usadas para firmar el transpaso de monedas

. Sin control central

- Hay una bitacora de transacciones mantenida en
forma distribuida entre los participantes

— Consistencia se mantiene pues cada nuevo registro
debe ser encadenado al anterior (via aplicar funcion
de hash) con lo cual es dificil “cambiar el pasado”.
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Bitcoins: Puntos Claves

. No es anbnimo

- Puede hacerse tracking de quién transfirio a quién

- Pero no hay nombres, solo identificadores de
claves publicas!

000 9 ¢
o® o0
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Bitcoins: Puntos Claves

. Con informacion adicional, investigadores han
podido des-anonimizar parcialmente a usuarios

— Ver http://anonymity-in-
bitcoin.blogspot.com/2011/07/bitcoin-is-not-
anonymous.html

— http://eprint.iacr.org/2012/596
. Hay iniciativas para hacerlo realmente anonimo

— zerocoin.org
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